Aplikacny SW

Praca v sieti




Prehlad

* Topologie sieti
« Zakladné prikazy pre pracu na sieti
 Typy serverov
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TLD

» Nazov sa sklada z tzv. Top level domény (TLD) a potom nazvu
registratora, ktory moze pripojit na zacCiatok dalSie upresnenia.

» TLD — zaciatkom 90tych rokov len 6 zakladnych (.com, .edu,
.gov, .net, .mil, .org). Od roku 2000 dalsich 7 (napr. .aero,
.museum, .info...) a teraz sa pripravuju dalsie
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TLD - tematicke

» Tematicka Top level doména (TLD)

. Neobmedzena (.com, .info, .net, .org, .eu)
. Vyhradena pre specificky ucel (.name)
. Vyhradena iba pre nieCo konkrétne (.biz, .int, .pro)

. Garantovana — dozor nad pouzitim (.aero, .jobs, .museum,
travel...)

. Exkluzivna len pre niektore subjekty VUSA (.mil, .gov, .edu)
. Infrastrukturna — neverejna (.arpa, .root)
. Pripravované a navrhnuté (.post, .asia, .xxx)
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TLD - narodné

» Domeény typu: .cz, .sk, .de, .tv...

» Viacere staty umoznuju registraciu bez ohladu na prislusnost
k Statu (.cz, .it, .de, .at...)

» Iné prislusnost’ vyzaduju ako napr.: .ca, .sk, .mn (mongolsko)

» Niektoré sa nepouzivaju napr. .gb pre britaniu (pouziva
predchadzajucu TLD .uk), .so Somalsko (neprebiaha
registracia), .yu (juhoslavia — pouzivalo ju Srbsko a Cierna hora
namiesto spravneho kodu .cs)

» Niektore su rezervovaneé napr. .Kp pre severnu koreu, .eh pre

Zapadnu saharu, .cs pre Ciernu horu (povodne patrila
ceskoslovensku)
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Vyhladavanie zaznamu
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servery pro wikipedia.org:
nsO.wikimedia.org (207.142.131.207)
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ns2.wikimedia.org (145.97.39.158)
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tidl.ultradns.net (204.74.112.7)
tid2.ultradns.net (204.74.113.1)
tid3.ultradns.org (199.7.66.1)
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145.97.39.158

www.wikipedia.org?

- www.wikipedia.org? _
(‘ " 0O —
i -“_ - ﬂ —
e < & ' www.wikipedia.org = 145.97.39.155
|

wikipedia.org

www.wikipedia.org= H—
145.97.39.155

1)Dotaz na lokalny server o I Dot

)
2)Dotaz na korenovy server “.” Ten vrati info o DNS serveroch wikipedie
3)Dotaz na server wikipédie a ten vrati IP Cislo konkr. servera

)

4)Nasledne prebieha komunikacia s cielenym serverom
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DNS

DNS (domain name system) — hierarchicky system
domeénovych mien umoznujuci identifikaciu pocitaCa v
zrozumitelnej podobe.

Preklad umoznuju tzv. DNS servery

Takmer kazdy DNS server funguje ako lokalna cache. Pri
opakovanom hladani adresy sa DNS server nepyta
hierarchicky vyssieno DNS servera, ale pouzi svoj zapamatany
zaznam az pokial zaznamu nevyprsi platnost (nezriedka
niekolko hodin).

Z toho vypyva problém, ze ak sa zaznam zmeni (napr. sa
preregistruje IP Cislo na inu adresu), tak niektori uzivatelia
maju stary a niektori novy zaznam.
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Kompletny nazov

» Hlavny registrator prislusnej TLD zaregistruje nazov
organizacie prip. sukromnej osoby, ktory si uz moze
doménove meno dalej rozsirovat.

» Napr. teller.dnp.fmph.uniba.sk
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host

host ip Cislo resp. adresa — zobrazi meno resp. Cislo pocitacCa
Priklad: host www.dnp.fmph.uniba.sk

)
Ll

rootdezirkon: fhowe/antalic# host wuw.gsi.de

ww.g3i.de iz an alias for wyw-new.gsi.de.

wu-new.g=i.de has addreszs 140.151.64.223

rootflzirkon: fhomwe/antalic# host 140.151.64.Z223
223.684.151.140.in—addr.arpa domain name pointer www-new.gsi.de.

rootfzirkon: fhomwe//antalic I
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whois

whois server — zobrazi informacie o serveri
pomaha ziskat  informacie o registratorovi podozrivej IP adresy
Mal by poskytnut meno, adresu a kontakt na zodpovedného Cloveka

Priklad: whois 158.195.25.85
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inetnum:
netname:

descr:
descr:
descr:

country:
admin-c:

tech-c:

remarks:
remarks:
remarks:

status:
mt—by -

mnt -1 ower :

sSource:

role:

address:
address:
address:

hone:
ax—no:

remarks:
remarks:
remarks:
admin-c:

tech-c:

nic-hdl:
remarks:

mt—by:
source:

abuse-mailbox:

pPerson.:

address:
address:
address:
address:
address:

phone:

nic-hdl:

mnt by :
source:

whois

158.195.0.0 - 158.195.255.255
COMUNI-MNET

Comenius University Bratislava
safarikovo namestie 6
Bratislava, 818 06

SK

PM13558-RIPE

U054 —-RIPE

Abuse and sPAM: <abuse@uniba.sk>

EARLY-REGISTRATION
SWDB—SAMET
SWDB—SAMET

RIPE # Filtered

UNIEA Operations
Comenius University - Rectorate
safarikovo namestie 6
818 06, Bratislava
+421 2 60295 473

+421 2 59244 108
trouble:

trouble:

trouble:

MD3028-RIPE
MD30Z28-RIPE

w054 —-RIPE

http://www_ uniba. sk
SWDB—-SAMET

RIPE # Filtered
abuse@uniba. sk

Peter Miazdra

Rektorat uUniverzity Komenskeho
safarikovo namestie 6
Bratislava

818 06

slovakia

+421 2 59244102

PM13558-RIPE

SWDE-SAMNET

RIPE # Filtered




Ping
» ping sluzi na testovanie odozvy servera (Mike Muus 1983)

» Vhodny pri identifikacii problémov s pomalou odozvou servera,
ako aj na overenie Ci prislusny server odpoveda

» Zasiela sa tzv. ICMP (internet control message packet) a meria
sa Cas medzi odoslanim paketu a prijatim odpovede. Nasledne
mozno vyhodnotit percento stratenych paketov (napr. Kvoli
pretazenosti siete)

» Kvoli zneuzitiu internetovymi Cervami sa zacal v poslednych
rokoch dost filtrovat
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ping

ping sluzi na testovanie odozvy servera (Mike Muus 1983)

Vhodny pri identifikacii problémov s pomalou odozvou servera, ako aj na
overenie Ci prislusny server odpoveda

Zasiela sa tzv. ICMP (internet control message packet) a meria sa Cas medzi
odoslanim paketu a prijatim odpovede. Nasledne mozno vyhodnotit percento
stratenych paketov (napr. Kvoli pretazenosti siete)

Kvoli zneuzitiu internetovymi Cervami sa zacal v poslednych rokoch dost
filtrovat

8 s N - -]

antalic@zirkon:~% ping Ixplus.cern.ch .

PING Ix64slcS5.cern.ch (137.13B.4.60) 55(34) bytes of data.
bytes from Ixplus3id4.cern.ch (137.138. : icmp_seg=1 ttl=50 time=22.
bytes from Ixplus3i4.cern.ch (137.138.4. : icmp_seqg=2 ttl=50 time=22.
bytes from Ixplus3id4.cern.ch (137.138.4. : icmp_seq=3 ttl=50 time=22.
bytes from Ixplus3i4.cern.ch (137.138.4. : icmp_seqg=4 ttl=50 time=22.
bytes from Ixplus3l4.cern.ch (137.138.4. : icmp_seg=5 ttl=50 time=22.
bytes from Ixplus3i4.cern.ch (137.138.4. : icmp_seq=6 ttl=50 time=22.

Pl A A B B

bytes from Ixplus3i4.cern.ch (137.138. .EG) icmp_seqg=7 ttl=50 time=22.

——— Ix64sl1c5.cern.ch ping statistics ——-

7 packets transmitted, 7 received, 0X packet loss, time 6023ms
rtt minfavg/max/mdev = 22.212/22.354/22.581/0.205 ms
antalic@zirkon:~% Jj

22.03.12 Stanislav. Antalic(@fmph.uniba.sk 13




(%]

7]

Ping prepinace

R&zne prepinace pre win a linux variantu

Linux — neprestajné zasielanie paketu. Win — default 4 pakety

Vo Win aktivujeme neprestajne zasielanie paketu cez —t. Stlacenim Break sa
vypisSe statistika. Ctr — C ukonci vypis.

Vo Win — n number sluzi na pocCet opakovani. V linuxe —c number.
Linux — prepinac —t number sluzi na definovanie TTL (time to live)
Vo Win — i number
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Traceroute

» traceroute (pod win ako tracert) sluzi na sledovanie trasy
paketov pri komunikacii so vzdialenym serverom.

» Zasiela sa opat ICMP (internet control message packet) ktory
obsahuje udaj TTL (time to live).

» I'TL urCuje zivotnost paketu a pri kazdom prejdenom uzle sa
znizuje o 1. Akonahle dosiahne nulu, zasle sa odosielatelovi
chybova sprava ,,ICMP Time exceeded”.

» Zacne sa s paketmi s nastavenim TTL=1 a testuje sa prvy uzol,
potom sa zaslu pakety s TTL=2, TTL = 3 atd.

» Ak sa paket nevrati v oCakavanom Case tak sa zobrazi *
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Traceroute

» Priklad traceroute

fhmmsy TR

traceroute to www. g51 de (140.181.64.223), 30 hops max, 40 byte packets
eccentrical. dn h.uniba.sk (158.195.25.1) ©0.306 ms 0.296 ms 0.288 ms
brari. fmph. un1ga E (158.195.16.208) O0.484 ms 0.477 ms 0.469 ms
158.195. 1 93 (158.195.1.93) 1.282 ms 1.069 ms 1.267 ms
cvi-bratislava.sanet2.sk (193.87.3.137) 0.850 ms O0.844 ms 0.838 ms
sanet.rtl.vie.at.geant.net (62.40.125.5) 2.310 ms 2.304 ms 2.295 ms
s0-1-2-0.rtl.pra.cz.geant2.net (62.40.112.6) 8.904 ms 8.636 ms 8.832 ms
s0—-6-3-0.rtl.fra.de.geant2.net (62.40.112.38) 16.818 ms 16.839 ms 16.832 ms
din-gw.rtl.fra.de.geant.net (62.40.124.34) 17.946 ms 17.940 ms 17.932 ms
xr—gsil-tel-1.x-win.dfn.de (188.1.145.37) 18.209 ms 18.213 ms 18.002 ms
kr-gsi.x-win.dfn.de (188.1.231.150) 18.607 ms 18.018 ms 18.214 ms
w W w

1
2
3
4
5
L]
i
B
O
(1]
1

b e
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nmap

nmap sluzi na “mapu” okolia v sieti

I 4

N¢

Zasiela ping na jednotlive uzly naokolo a zituje, Co kde be
|dentifikuje otvorené porty

nmap 158.195.25.103

nmap 158.195.25.100-103

antalic@zirkon:~$ nmap 158.195.25.1

starting Nmap 4.62 ( http://nmap.org ) at 2012-04-12 12:34 CEST
Interesting ports on eccentrical.dnp.fmph.uniba.sk (158.195.25.1):
Not shown: 1707 closed ports

PORT S5TATE SERVICE

9/tcp open discard

13/tcp open daytime

22/tcp open ss

25/tcp open smLp

37 /tcp open time

53/tcp open domain

111 /tcp open rpcbhind

113/tcp open auth

Nmap done: 1 IP address (1 host up) scanned in 0.067 seconds
antalic@zirkon:~% Jj




"

o

"

netstat

netstat zobrazuje otvorené komunikacie na lokalnom pocitacCi
netstat —--tcp ak nas zaujimaju iba TCP spojenia

netstat --tcp --listening --programs ak nas
zaujimaju iba TCP spojenia

netstat --statistics —-raw Statistické informacie
netstat —--route smerovanie (gateway)

$ netstat -an | grep 111

tcp 0 0 0.0.0.0:111 0.0.0.0:%* LISTEN
tcp 0O 0 158.195.25.102:111 109.162.198.249:690 ESTABLISHED
udp 0 0 0.0.0.0:111 0.0.0.0:%*
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Dal3ie priklady

» finger user@server umozni ziskat informaciu o uzivatelovi

. finger
. finger antalic

» ifconfig — konfiguracia siete

@ antalici@zirkon: o

zirkon: /home/antalic# ifconfig

ethO Link encap:Ethernet Hwaddr 00:1d:60:1a:b0:2b
inet addr:158.195.25.103 Bcast:158.195.25.63 Mask:255.255.255.128
inet6 addr: feB80::21d:60ff:fela:b02b/64 sScope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:30050257 errors:0 dropped:0 overruns:0 frame:0
TX packets:20045630 errors:0 dropped:0 overruns:0 carrier:2
collisions:0 txqueuelen:1000
RX bytes:3474009351 (3.2 GiB) TX bytes:2657733212 (2.4 GiB)

Link encap:Local Loopback

inet addr:127.0.0.1 mMask:255.0.0.0

ineté addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:21112306 errors:0 dropped:0 overruns:0 frame:0
TX packets:21112306 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:3670619541 (3.4 GiB) TX bytes:3670619541 (3.4 GiB)
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ssh

» SSh user@server otvorenie zabezpeceného spojenia na dalsi
server

» ssh -X umoznuje preposielanie grafickeého rozhrania

» Zastarala varianta telnet sa nepreferuje kedze nieje kddovana,
vhodna vsak na ziskanie informacii v ramci lokalnej siete.

=2 antalic@topas: ~ lI:“lE! 3.
=P i eSS

antalic@zirkon:~% ssh tnpas.dnE.fmph.uniba.Ek
antalic@ropas.dnp. fmph.uniba.sk's password:
Linux topas 2.6.26-2-686 #1 sMP wed Sep 21 04:35:47 uTtC 2011 i686

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the

individual files in fusr/share/doc/*/copyright.

Debian GNU/LIiNuUX comes with ABSOLUTELY NO WARRANTY, To the extent
permitted by applicable lTaw.

You have new mail.

Last login: Thu Mar 15 10:24:48 2012 from zirkon.dnp. fmph. uniba. sk
antalic@ropas:~%

22.03.12 Stanislav. Antalic(@fmph.uniba.sk 20



scp

s SCPp — secure copy — prenos suborov cez SSH tunel

» Nemozno ho povazovat za samostatny protokol ale kombinaciu
RCP (remote copy) a SSH. Remote copy zabezpecuje obsluhu
kopirovania a ssh trasu.

» Standartne ide cez port 22 v pripade potreby definovat iny port
(napr. 2222) pouzijeme prepinac -P 2222
» Kopirovanie NA vzdialeny pocitac

scp SourceFile :directory/TargetFile

» Kopirovanie ZO vzdialeného pocitacu

scp user@server:directory/SourceFile TargetFolder
scp user@server:directory/SourceFile TargetFile

» Zjednodusenie v pripade kopirovanie do strukturi v ramci
domovskeho adresara

scp SourceFile :~/directory/TargetFile
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antalic@rtopas:~/analysis/god4r263% scp tem.root antalic@zirkon.
dnp. fmph. uniba. sk:~/temp
antalic@zirkon. dnp. fmph.uniba. sk's password:

tem. root 100% 160MB 10.7MB/s 00:15
antalic@topas:~/analysis/godr263%
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sftp a ftp

» ftp — file transfer protocol
» sftp resp. ftps — secure file transfer protocol

» Jeden z protokolov (podobne ako mame napr. http, ssh, telnet,
imap, smtp...)

» Pozor, mnoho krat treba definovat Ci sa prenasa binarny alebo
textovy subor

s ftp://[<user>[.<password>]@]<host>[.<port>]/<url-path>
» V minulosti dominovala textovo
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Mail

» Webmail — nahlasovanie sa cez www interface. Posta je ulozena
na vzdialenom serveri

» Mail klient — SW umoznujuci spracovanie posty na lokalnom
pocitacCi (Thunderbird, Outlook express, The bat, Pine, Kmail...)

» SMTP — Simple Mail Transfer Protocol — definuje server a riadi
odosielanie mailu

» POP3 — umoznuje nacitanie mailov najCastejSie pomocou
doCasného TCP spojenia a ulozi ich lokalne

» IMAP — Umozni sledovat iba hlavicky a lokalne uklada len
doCasné kopie otvorenych mailov. Obsah ostava na vzdialenom
serveri a synchronizuje sa

» MAPI — Messaging Application Programming Interface — Casto

vyuzivany na komunikaciu s MS servermi.
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Samba

» Casto potrebujeme zdielat prostriedky servera na sieti

. Sietoveé disky
. Sietove tlacCiarne
» Poziadavka aby pristupu viacerych platforiem

» Prvu verziu napisal na prelome r. 1991 a 1992 PhD student na
Australian National University Andrew Tridgell

» Meno Samba je zo skratky SMB (Server Message Block)
» V systeme obsluhuju tuto sluzbu dva deamon smbd a nmbd

» Konfiguracia zvyC€ajne v /etc/smb.conf alebo
/etc/samba/smb.conf
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Samba — konfiguracia

» Siroka paleta moznosti konfiguracie pristupu

# A private directory, usable
# only by fred. Note that fred
# requires write

# access to the directory.

; [fredsdir]

; comment = Fred's Service
; path = /usr/somewhere/private
; valid users = fred
; public = no
; writable = yes
; printable = no
22.03.12

# Other examples.
#

# A private printer,

usable only by

# fred. Spool data will be placed

in

# fred's home directory. Note that
# fred must have write access to

the

# spool directory, wherever it is.
; [fredsprn]

; comment = Fred's Printer

; valid users = fred

2 path = /homes/fred

7 printer = freds printer

; public = no

; writable = no

; printable = yes

Stanislav. Antalic(@fmph.uniba.sk

26




THE END
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